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RULES OF THE ROAD FOR GLOBAL
ELECTRONIC HIGHWAYS: MERGING THE
TRADE AND TECHNICAL PARADIGMS

Joel R. Reidenberg*

INTRODUCTION

This symposium on the legal problems and implications of new
communications technologies comes at a particularly timely juncture.
Instant access to data in remote locations has become a central factor in
the growth of transnational business.! Telecommunications gateways
allow the connection of information networks and information sources
across both national and sectoral borders.?

Against the background of seamless global networks, North America
is pushing toward a continent-wide zone for information exchange, the
European Community is striving to manage cross-border information
flows, and leaders in the United States are beginning to debate a high-
speed, national data network.> Even Eastern European nations are
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1. See, e.g., KARL SAUVANT, INTERNATIONAL TRANSACTIONS IN SERVICES: THE
POLITICS OF TRANSBORDER DATA FLOWS (1986); TRANSBORDER DATA FLOWS (Hans-Peter
Gassmann ed., 1983) (proceedings of OECD conference held in December 1983); Joel R.
Reidenberg, The Privacy Obstacle Course: Hurdling Barriers to Transnational Financial
Services, 60 FORDHAM L. REVIEW S137 (1992); René Laperriére et al., The Transborder
Flow of Personal Data from Canada: International and Comparative Law Issues, 32
JURIMETRICS J. 547 (1992).

2. See, e.g., Patrick J. Leahy, New Laws for New Technologies: Current Issues Facing
the Subcommittee on Technology and the Law, 5 HARV. J.L. & TECH., Spring 1992, at 1
(describing the Internet and its linkage of a multitude of local networks and information
sources).

3. See John Markoff, Building the Electronic Superhighway, N.Y. TIMES, Jan. 24, 1993,
§3, at 1 (describing the debate over the creation of a national fiber optic network);
Preamble, Amended Proposal for a Council Directive on the Protection of Individuals with
Regard to the Processing of Personal Data and on the Free Movement of Such Data,
COM(92)422 final—SYN 287 [hereinafter Amended Proposal] (noting the need for intra-
European information flows); Proposed North American Free Trade Agreement § 1302(5)
(1992) (exempting security and privacy laws from prohibitions on regulatory barriers to
information flows within North America).
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grappling with “informatization.”* Already, global information networks
have changed both the way business is done and have altered the nature
of national markets.’

As we create new electronic “highway” systems, flows of information
and access to global information networks depend increasingly on
emerging fair information practice rules and, specifically, the treatment
of personal information or information about individuals. Regulation of
information practices will determine the availability of data and the
possibilities for interconnection of networks. Standards of fair informa-
tion practice around the world are as critical to electronic highways as
traffic lights and speed limits are to asphalt roadways. They establish the
new rules of the road for information systems.

International efforts to define fair information practices® for global
networks derive from two distinct paradigms. Traditionally, regulatory
standards have been cast in trade terms. The trade perspective seeks to
promote free flows of information and define standards that balance free
flows against human rights values. Fair information practices also draw
on another rarely emphasized technical paradigm. This approach seeks
to eliminate any technological obstacles to free flows of information by
defining standards for system integrity and interoperability. Nevertheless,
these technical standards are set in ways that also define fair information
practices. ’

While each paradigm provides a basis to establish rules for global
electronic highways, the two are surprisingly self-contained and tend not
to fit within the broader trends in global information networks and
practices. Instead of facilitating the definition of fair information practice
standards, the distinct trade and technical perspectives obscure the
tendency of global networks to shift norms for the regulation of private
sector actors into a combined arena of both national and network
jurisdiction. Global information networks challenge regulatory and

4. See, e.g., Data Protection Round-up, PRIVACY L. & BUS., Oct. 1992, at 25-28
(Hungary, the former Czechoslovakia, and Poland have each become concerned with fair
information practices); ABA CENTRAL AND EAST EUROPEAN LAW INITIATIVE, ANALYSIS
OF BULGARIA’S DRAFT INFORMATION LAW (1992) (Bulgaria is contemplating legislation on
information practices).

5. See PROJECT PROMETHEE, NETWORKS & MARKETS: MORE THAN A MARRIAGE OF
CONVENIENCE (1992).

6. This Article focuses only on personal information and fair information practices in the
context of the private sector.
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